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Starting & Stopping

hutdown hnow  Swtdown the system row snd do not

sboar
hat Sop all processes

e

hutdown-rnow  Sutdown the system row snd raboot

mboat Sop sl procssses and then seboot - same
=
stenx Starihe Xsystem

Accessing & mounting file systems

Mot the devics sdrom.
o call t cizam mci the
It draciory

Mot hasd disk d 382

macos e system and call.
i aative undas the /mnt
disectory

Mot hasd disk = 532
VERT fll system and call it
csive undar he /mat
Grecory

Unmount the cdtom

out-ti808680 /dar/adrom
e

mount-timados /dv/hdd
Jmnvdsive

mount-tviat /devhdsl
Jmnvedsive

[ ——

Finding files and text within files

i name Fomove a fle or directory called
st name KL off an anre drectory and all it s

nclidas s and subdrectories

Copy the fle called flenare 1 the
Trorma/dimame diseciory

o flename
TRome) dimame

v Slename
Thome) dimame

Move the file caled flenme to the
Thorme/dimama Gireciory

—
man.ikeyword

Tisplay the fle called fletoview
Display man pages containing
Jeyword

Display the e called fletoview one
page st atims, proceed (o next page
\sing the spacebar

e latoviaw

besd Sletoview Display the fse 10lines ofthe e
alla laroview

head- fletoriew Display th fsst 20lines of the e
called fletoview

il letoview Display the lss 10lines o the e
called fletoview

e — Tisplay the Iast 20lines of the il
alla laroview

Installing software for Linux

Staring with he root dizectory, look
rthe e callad fame

806/ -mame "vinames" _ Staring with he root dizactory, look
rihe s containing the sring frame

locate missingflename  Find 2 fle called mssingfilename
sing theIocate command - hia
‘Sainas you heve alresdy used the
ommand updatedb (see next)

updsted Create or updste the database of s
onall e aystems atached to thelinux
oot dsectory

which missingflensime  Showthe subdirectory contaiing the
‘Sxacutsbi fle caled missngtlensme

1/ -name fame

stal he rpm packeage called name
Upgrade the rpm package called

Frp—
o U name.pm

spm - package Deiets the rpm package called
peckige

spm -l pacage st files inthe package called
peckige

spm g package st fles and sate the instlled

veraion ofthe package called
package

Feinetll the pm package called
name having deleted pars ol (not
eleting using rpm-2)

Decompress the fles contained in
e sipped and tarred archive called
ative

Bxecute th script preparing the
nstalled e for compiing.

pm 4 ~brce paciage
et sxchive texga o
1 et srchive tgs

Jeontigure

User Administration

geptexstinguofind  Staring with he directary called dir

Jais ck o snd st l Sles containing
exstingtotind

The X Window System

xvdtune Funthe X graphics tuing uiliy

pr— Fun the X configuration mem with

‘aomatic probing of raphics cards

Seontgurator Fun another X configuration memu with
‘atomatc probing of raphics cards
sBeontiy Funs text based X configuration mems

Moving, copying, deleting & viewing files

sadser socounmame
pesswa sccountmame

Creste anew user call scoountmame,
Give socoummaime & new pssword

- Iog in as superuser from current login
et Stop being superuser and revert o
somaluser

Little known tips and tricks

Lt Sl i curant divectory using

ong format

sE st fles in current divectory and
indicaie the la type

ssc Lt sl s i crvent ciacrory in

long ormat and diaplay in calurans

Abin/eziack hiss ‘Execute the lesystem check ulity
on partion hds3
fdformat /dev/GOHIA)  Formtthe Soppy disk in devics 140
Backup the contents o the current
directory and subdirectoris to
‘muliple loppy disks
il /rat/log/messages  Display the last 10linssof he system
Iog.
Disply the fls containing he boot
ime messages -usskl fo locating
problers. Alsmatvely, use the
dmesg command.
B wildcard -represenis everyihing. og.
cpfrom* 1o wil copy allfles n the
o direcory o he to directory.
B Single characer wildeard. o5
P contig:?/contigs will copy allfles
‘agiming wih t5e name conlg. in
e currantdirectory to the directory
ramed contiga
=2l Choice of chassctes wildeszcs. ag.
18 [e2) willst all s n he current
dizactory saring withtheleter x,,
B8 the o promp,statinsingle user
‘mode. This i el i you have
prgotien your password. oot in
aingle user mode, e rn the
passwd command.
5 st cumrnt processes
123 Kl 2 specifc process eg kil 123

[

cat pralog/amesg

i single

Configuration files and what they do

contig st ip addesses foral devices on
e machine

apropes subject st manal pages for subject

Ju—— Bxecutes graphical spplcaton [or
‘moumting nd unmouning e
syatems

File permissions

Jerc/protile Syatem wids envizonment varibles for
use

Jercsatab Listof devicss and theis ssocisted mount
peinta. Editths il 1 34d cdvoms, DOS
pstitons and floppy drives atstartup.

Jetermotd Massage ofthe day broadcast 04l users
arlogin

eickedolocal  Bash acriptihat s exacuted ahe and of
ogin process. Similarto suoexse batin
Dos.

JOIC/HOSTNAME  Conatins fll hestnains inclicing domain,

J— There sse 4 directores that sutomatically
‘exectte 2l scrpta withinthe dizectory al
intervals ofhour, day, week or month.

Jetcrosts Alistof ll ko host names =nd [P
Sdasscs on he mechine,

Jete/hipacont Paramters forthe Apache wab server

Jetchnitab Specife the run lovelthat the maching

Should Boot nt,

Jetchesolvcont  Defines P sdireasas of DN servers.

Jetcramb.cont ‘Conlig fle tor tre SAMEA server. Allows
e ana prin sharing with Microsoft
Slens

~/Xdstaults

Define configuration for some X-

applicaiors. - relers 1o user s home

Grectory,

/eIc/1UFSACon  Contigilefor X-Windows,

g

pr— Defines the windows managar loaded by
- refers o seer s homa dreciory.

Owner | Group | Others.
dirwx | rwx | rwx

Execute
Write
Read

I the cormmand s s given, a long ls of ile names is
Gisplayed. The fist colurmn i this Lt details the permissions
‘applying to he fle. I 2 perrission s missing for 2 cvner,
Group of other, it s represented by -eg. drwxrx X

Fesa=s File permissions sre siered by giving the
b hiriod command snd the SpRIOBFAIS
et Sl code o asch veet e, &3

hiod 75 4 lensme wil make the e
Callad lansme RoW/-X for e ovmes,
W for the group and Ror athers.

smed755 Full permission lor the owner, read and
‘execute access for e group ind others.
Ghmod +x flename  Make the il cellad lensime sxecutable

© allusars.

X Shortcuts - (mainly for Redhat)

cresse or decresss the sczeen
msoluton. og. rom 840245010
B00xe00

Display listof actve windows
Fesiza the selscted window

Display mens

Conteat Bt + oz

| escape
St Control 75

Fight lick on deskiop.
background

St Contzol At

S Conrol Al

PR
Stert s st sssion

Printing

Jete/ec a/nit a/ipa stan Startihe print dsermon,
Jete/tc.d/nit/pd stop  Sop the print dsemon
/et/ic/nita/pd  Display stats of the print dsemon

Py Tisplay jobs in print quene

Iprm. Femove jobs from quene

Ipr Printa e

pe Brinter contel tool

mansubject | Ipr Frintthe manual page called subject
= plaintext

print the manual page called subject
= Postscript outpat

eintonl SterX printer setup intestace

man-taubject | Ipr

e ey




Elevate Your Privileges or Change Who You Are Running As
$/usr/local/bin/sudo –i –u weblogic – elevate your privileges to become the weblogic user

$sudo su root -- assume the root status

$su - ----------- assume the root status

$sudo su –  ---- become the super user root (do this when you first log on to a box so that 

          you can sudo to another user if necessary (like smuser).

su smuser ------ become smuser

cntrl d ---------- exit the login. Do this twice if you are in a privileged mode login.
Setting Up Someone Else's Sudo Access Account

[nazu@localhost ~]$ su - ------------------ assume the root status
Password: ----------------------------------- type in the password when it prompts you to do so

[root@localhost ~]# chmod +w /etc/sudoers - make sudoers writable; to modify/edit it

[root@localhost ~]# vi /etc/sudoers - use the VI editor to edit the sudoers file

root   ALL=(ALL)  ALL - scroll down to where it reads this 
nazu  ALL=(ALL)  ALL - under the above line duplicate the line with the account that you want 

                                  to grant sudoers access to.

:wq --------------------- press the ESC key, then the colon, then wq to write and exit the 



      sudoers file

[nazu@localhost ~]$ chmod -w /etc/sudoers - make sudoers read only; as it originally was

[nazu@localhost ~]$ yum install xfce* -------- test with the account to see that it won't install 





          without the root access

[nazu@localhost ~]$ sudo yum install xfce* -- test with the account to see that it will install 





    with the sudo access you have granted the account

You will be prompted for the password for the account you're using; NOT the root account. After typing this normal user account password, that account should be able to do what only the root user could do before. In other words, it should let you have ROOT access.

Linux Reset (forgotten) Root Password

1) Press F2 when the splash screen comes up

2) A GRUB screen will display

3) enter the letter “e” (without quotes)

4) Using the arrow keys, move the cursor to the line for kernel

5) Enter the letter ‘e’ again.

6) You will see a command line

7) After the last word/character append a space and the word single (single mode)

8) Hit Enter

9) Make sure the cursor is on the kernel line

10) enter the letter ‘b’ (this will boot)

11) System will load into single mode

12) type "passwd root" (without the quotes) and press enter

13) type in the new root password (twice) and press enter after each time that you type it.

14) repeat step 12 for any other passwords that you may have forgotten also

Search
locate some_file_name          like find but faster

locate -i some_file_name
-i gives a response that is case insensitive

locate -b some_file_name
eliminates quite a bit of useless output shown when searching

Locate is the fastest way (command to use) to find things in linux. If you don't find what you're looking for, you can use the updatedb command below.  

updatedb


update the database; helps to find things

If you still can't find what you're looking for, try using the find command below. 

find . -name '*' -print | xargs grep 'text' – find a file with the word ‘text’ in it; starting from 

     your current location.
find / -name smb.conf 2>/dev/null - find something, without being root, without getting all 




        the PERMISSION DENIED errors. 

find / -name name-of-file
find a file; start the search from the ROOT directory
find         directory 

- Find files and directories that match the specified pattern.

find   -name  A  –print
- Usually you’re searching by name
find . –name “*.doc” -print 
- will list all files with a .doc suffix in the current directory and any directories below it.
Grep is another command that is very often used to find things. See it below. 

grep -i string filename ------- search for a string in a file

grep -i *java.io.IOException* file_name.log.gz - an example of the above grep command
grep -v string filename ------
or not containing a certain string
egrep expr file ----------------
same as grep, but lets you use regular expressions rather than




simple patterns to examine the file or input stream




(ex: cat testfile | egrep ‘(cat|dog)’).

fgrep -f file file2

same as grep, but a collection of patterns is saved in file. 




If file2 isn’t specified, this examines the input stream.

grep –v pattern/string file
Show only lines that contain a certain string or pattern, or if 




no file is specified, in the input stream (ex: ls|grep ‘.doc’).

                                            If –v is specified, show just those lines that don’t match the  




specified pattern instead. 

System File Structure

/bin,/sbin,/usr/bin ------- 
binary files 

/dev ----------------------
device drivers; and where most volumes are mounted
/etc -----------------------
administrative files

/lib ------------------------
function and procedural libraries

/lost+found --------------
recovered files (after problems) are placed here

/mnt ----------------------
place to mount external media

/sys -----------------------
files indicating system configuration

/tmp ----------------------
temporary files

/usr -----------------------
operating system binary files or user executable programs
/home --------------------
home directories

/var -----------------------
storage for email, log files, etc.

/var/log ------------------
log files

/tmp ----------------------
temporary files

These last 5, separate, volumes can be spread out onto multiple hard drives.

/mnt/cdrom/dosutils/ ---
where the FIPS utility is that can be used to partition the drives




(on the CDROM drive with the Red Hat Linux installation)

List Open Files With The lsof Command

lsof ---------------------------   list all open files with COMMAND, PID, USER, FD, TYPE, DEVICE 




SIZE and NODE NAME

lsof /var/log/syslog ----------  list only the processes which opened a specific file, by providing 



the filename as arguments
lsof +D /var/log/ -------------  list the processes which opened files under a specified directory 
 


using ‘+D’ option
lsof -c ssh -c init -------------  list the files opened by process names using ‘-c’ followed by the 



process name. multiple -c switch can be given on a single 






command line
lsof  /home -------------------  show all processes using the mount point; so that you can kill 




them if necessary to umount that directory

lsof -u user_name -----------
find the list of files opened by a specific user
lsof -p 1753 ------------------  list all the files opened by a specific process using ‘-p’ option. 
lsof –np PID | wc -l

how many files are open? At the limit? wc is a word count 




program; -l – count the number of lines in an input
lsof -i -------------------------  list all the network connections opened by using ‘-i’ option.
lsof -i -a -p 234 -------------- 
list all the network files used by a process
lsof -i -a -c ssh --------------- 
list the network files opened by the processes starting with ssh
lsof -i :22 ---------------------
list the processes which are listening on a particular port by 



using ‘-i’ and ‘:’
lsof -i tcp ---------------------- list all the TCP connections by specifying the protocol using ‘-i’
lsof -i udp ---------------------
list all the UDP connections by specifying the protocol using ‘-i’ 

lsof -N -u user_name -a -----  list all NFS files used by user ‘user_name’ using the ‘-N’ option
kill -9 `lsof -t -u user_name - kill all the processes used by files opened by a specific user, 



using the ‘-t’ option
INSTALLATION

Redhat Package Management

uname –a ----------------
  show the Linux OS (or kernel) version and details

	Syntax
	Description
	Example(s)

	rpm -ivh {rpm-file}
	Install the package
	rpm -ivh mozilla-mail-1.7.5-17.i586.rpm
rpm -ivh --test mozilla-mail-1.7.5-17.i586.rpm

	rpm -Uvh {rpm-file}
	Upgrade package
	rpm -Uvh mozilla-mail-1.7.6-12.i586.rpm
rpm -Uvh --test mozilla-mail-1.7.6-12.i586.rpm

	rpm -ev {package}
	Erase/remove/ an installed package
	rpm -ev mozilla-mail

	rpm -ev --nodeps {package}
	Erase/remove/ an installed package without checking for dependencies
	rpm -ev --nodeps mozilla-mail

	
	
	

	rpm -qa
	Display list all installed packages
	rpm -qa
rpm -qa | less

	rpm -q package_name
	Is this package installed?
	

	
	
	

	
	Display specific package information
	rpm -qa | grep -i apache

rpm -qa | grep -i httpd

rpm -qa | grep -i php

rpm -qa | grep -i mysql

	rpm -qa --last
	Display list of all recently installed RPMs
	rpm -qa --last
rpm -qa --last | less

	rpm -qi {package}
	Display installed information along with package version and short description
	rpm -qi mozilla-mail

	rpm -qf {/path/to/file}
	Find out what package a file belongs to i.e. find what package owns the file
	rpm -qf /etc/passwd
rpm -qf /bin/bash

	rpm -qc {pacakge-name}
	Display list of configuration file(s) for a package
	rpm -qc httpd

	rpm -qcf {/path/to/file}
	Display list of configuration files for a command
	rpm -qcf /usr/X11R6/bin/xeyes

	
	
	

	rpm -qpR {.rpm-file}
rpm -qR {package}
	Find out what dependencies a rpm file has
	rpm -qpR mediawiki-1.4rc1-4.i586.rpm
rpm -qR bash


Yum
Yum is the best way to install things on linux. It's better than using the rpm commands above. 

yum search some_package_name - search for this package
yum search sql | grep maria - search for the mysql package filtering for maria (small output)
yum info some_package_name --- show information about the nature of this package locally
yum install some-package-name - install the package
yum list installed - list all packages installed on your system - Record the list of installed 

             packages on the server. Save this information in a text file in your 

             management code repository. If your server is compromised it is useful 

             to know what packages were installed and running when you started.
yum list all -------- list all installed and available packages 

yum list available - list all available packages in all enabled repositories
yum -C repolist --- list the available repolists

yum remove some_package_name - remove the package

yum update ------- update all packages
yum upgrade -----  upgrade all packages
yum -y install yum-cron - setup automatic software updates

systemctl status yum-cron.service - check to see if your yum-cron service is running; after 




         installation.

wget http://www.php.net/distributions/php-4.4.6.tar.gz 
wget http://apache.oregonstate.edu/httpd/apache_1.3.37.tar.gz 

get source files for the PHP programming language and Apache web server. Look for mirrors that are closest to you when pulling these down. 
pkginfo –l ----- what packages are installed (needs root to run this) 

pkginfo –l pkg_name ----
     show the package information for a particular package

pkgchk –l ----------------
     also shows package information
Setting Up LDAP Authentication

yum install authconfig-gtk* - install "system-config-authentication"
system-config-authentication - run the system configuration GUI
Compress and Uncompress Files

tar -xgf file-name ---------           used on tar files to extract them from this un-



      compressed format 

tar -zxf php-4.4.6.tar.gz              unpack PHP
tar -cvzf test.tgz *.conf ----
      c – create; v – verbose; z – compress all .conf files




      into the test.tgz file
tar tvzf test.tgz ------------
      t - look inside the test file without uncompressing it
gunzip file-name -----------          use on an .gz file to unzip it

gzip filename ------------------
      compress file; only meant to be used with a single file



      creates a file with a .gz extension

gzip –r folder_name -----------     compress a folder

zcat filename.gz | less --------
      view a gzip compressed file without uncompressing it 

zip termcap.zip termcap as asdf    compress all listed files into termcap.zip

zip –rv filename.zip /pathtofolder/ - zip a folder

compress termcap ------------       compresses the original file; instead of copying it into a 




      compressed format (like zip does); creates termcap.z




      only meant to be used with a single file

uncompress termcap ---------       uncompresses the compressed termcap.z file

bzip2 –v termcap -------------
      compress the termcap file to a termcap.bz2 file; -v shows 




      the output
bzcat filename.bz2 | less -----       view a bzip compressed file without uncompressing it
bzless filename.bz2 -----------
       “




          “
Initial Checkup and Problem Resolution
/sbin/service httpd reload -------- start and stop services with /sbin/service

/sbin/chkconfig --levels 2345 on - set whether they should run on startup with /sbin/chkconfig
uptime ----------------------------- How’s it doing?
swapon -s ------------------------- check the swap space

free -m ---------------------------- show memory and swap
grep MemTotal /proc/meminfo --  display how much RAM is being used.
grep SwapTotal /proc/meminfo - how much SWAP space is being used.

df -kh /dev/shm/ ----        how much shared memory is available  
df –h --------------------         Shows disks space utilization.  

top ----------------------
displays processor utilization, swap file util., memory util.




sort by using shift p and shift m 

vmstat –SM 1

display the state of the kernel and resource usage

iostat –kx 1  ------------   
displays I/O stats with a 1 sec. interval; looks at each of the



mounted devices and keeps track of the requests on those;




as far as what the kernel sees, reads, writes, the average




size of those, the average wait; how long it takes for the 




device to service the request 

ps aufx | grep running_proc
get the PID of the running_process, whose file name you 




substitute for the word running_proc
cat /proc/PID/limits

find out the ulimit (the number of files that a process can 




open) for the process that you’re troubleshooting; substitute the 



PID found in the previous command
sudo strace –p PID

is the process having problems functioning? What are they?

sudo dmesg

display the kernel message log. Look for problems and



suspicious messages

/var/log


look in the logs for problems; especially hardware failure/s

ls –lart


look for recently updated files
ls -lhart


-a shows hidden files; -l shows the long format

ll                                          is the same as ls -l
/usr/sbin/ping

- where ping lives

./ping server_name

don’t forget the ./ when running commands (any command)

isscsi                                          show the SCSI disks
	MORE - Configuration, Status, and Troubleshooting Commands 

	lsdev -Cc adapter and 
lsdev -Cc if 
	List system adapters and IP interfaces 

	netstat -in 
	Show status of IP interfaces with numeric addresses 

	netstat -rn 
	Show status of TCP/IP routes with numeric addresses 

	
	

	arp -a 
	Display local ARP cache 

	no -a and no -o 
	Display/set kernel variable values, such as ipforwarding 

	ifconfig 
	Display the network configuration and status

	Route
	

	mkdev 
(chdev, rmdev, etc.) 
and SMIT 
	Configure permanently 

	lsattr -El 
	Display ODM database attributes for the specified interface or adapter 

	nslookup 
	Troubleshoot DNS 

	host 
	Resolve host name to IP address and vice versa 


Restart A Process
1) Ask the customer for the path to the process. "Where, specifically is the binary, or   

    shell script?" Type: 

find / -name name-of-process - to find the process if the customer doesn’t know. 
2) Type the path, then hit enter. If you are logged in as "root" you should be able to 

    run any process. 
3) To leave a process running in the background and return to a prompt, type 

    (space) & after the command that starts the process. Example: ping localhost &

Fix A File System

fsck –y [path to improperly unmounted drive]  this (file system check) will fix a file system that has been unmounted unsuccessfully.
Ports, Processes, Jobs and Users
telnet localhost 81  -------
make a telnet connection to port 81.
netstat –an | grep 81 | grep LISTEN  - is port 81 listening?

netstat –a | grep 5575 -
this port is being used?

sudo nmap -T Aggressive -A -v 127.0.0.1 -p 1-65000 - scan all ports and display all found 






        open ports

Jobs ----------------------
lists the job numbers of each of your running processes 

%jobnumber ------------
returns the process with jobnumber to the foreground

command& --------------
start a job in the background. Always run background 

                                       
processes at a lower priority by using the nice command.
ps -------------------------
get information about your processes

ps -ef ---------------------
get MORE information about running processes

ps –ef | grep –v grep | grep inetd  --- 
look for the inetd process (don’t return grep)

ps -ef | grep syslogd ----
 find the syslog daemon's PID 

ps -aux | grep syslogd --        “
                            
     “


ps –aux  ---------------
shows more detail. With this commands you can use: | grep [string] to find specific processes containing the string you type in. Example ps –ef | grep ba will show any processes running that contain ba, such as bash.) Since we us TNG agents at Exodus, it is important to note that all TNG processes start with the letters aw, so use a grep command if necessary to Summarize All Processes In Real Time.

~username --------------
specifies a user’s home directory 

finger usersname ------- 
will show path of user

finger --------------------
display users and their terminal IDs

top -----------------------
displays processor utilization, swap file util., memory util.

top number --------------
displays the top number of processes

top u ---------------------
view only a list of jobs by a specific user. You will be 

                                       
asked which username to you wish to show. 

Top –I --------------------
only shows non-idle jobs 

        K -------------------
to quit or cancel a job the kill command can be used 

                                       
within top. The cursor will prompt you with kill . Enter the 

                                       
PID of the job you wish to cancel and <CR>. 

        Q -------------------
to quit top 

gr_top  ------------------- 
see what is running

/usr/sbin/inetd –s  -------  
starts the inetd process; which is responsible for all network processes on the server

ulimit –a ------------------
shows your limits as the user you are running as

Logs
tail –f smexec.log --------
view smexec.log process output on the screen as it runs

nohup command_2b_run        sends the output of the command to be run to nohup.out

Disk Related
df ------------------------- 
display file systems, disk - used % & unused space
df –h --------------------         Shows disks space utilization.  

df –h /tmp ---------------
disk space available at /tmp

df –k ---------------------
size of files (including percentage of mount space); kilobytes, 




disk fullness
“     “ . --------------------
size of files in current folder

df -du  --------------------- 
how much you use

du --------------------------     Display disk usage of current directory, subdir., usage statistics

du -s -----------------------
Display only total disk usage.

du linuxconf/ --------------
display disk usage for only this subdirectory
du / > /tmp/file_listing --- 
put the disk usage statistics in a file inside the tmp folder

VMware
esxtop then hit 'n' for networking to see the general traffic input

For your captures i did below, change vmnic# to correct vmnic

pktcap-uw --uplink vmnic# --capture UplinkSndKernel --srcip x.x.x.x --dstip x.x.x.x -o outfile.pcap
pktcap-uw --uplink vmnic# --capture UplinkRcvKernel --srcip x.x.x.x --dstip x.x.x.x -o outfile2.pcap
​
You can use additional flags to filter to specific traffic or be general about it

--ip x.x.x.x (Source and destination)
--proto 0x01 (Icmp traffic)
pktcap-uw --uplink vmnic# --capture UplinkSndKernel -o outfile.pcap        (All traffic sent kernel side to physical adapter)
pktcap-uw --uplink vmnic# --capture UplinkRcvKernel -o outfile2.pcap
-o outfile.pcap (Run from datastore location and Save to datastore cd vmfs/volumes/*datastore*)

to view live i did a pipe to tcpdump
pktcap-uw --uplink vmnic# --capture UplinkRcvKernel  -o - | tcpdump-uw -enr -

Additional information 
you can also use pktcap-uw -h for help page on command line
https://docs.vmware.com/en/VMware-vSphere/6.5/com.vmware.vsphere.networking.doc/GUID-FAE2421D-7CBA-4ACB-96E1-6FF6E53F216D.html
https://docs.vmware.com/en/VMware-vSphere/6.5/com.vmware.vsphere.networking.doc/GUID-33B3FDD7-0555-4D54-B9A9-CDBC827504DA.html
[root@server_name:~] vmware -vl

VMware ESXi 6.0.0 build-7967664

VMware ESXi 6.0.0 Update 3

[root@server_name:~] esxcfg-nics -l

[root@server_name:~] esxcfg-vmknic -l

[root@server_name:~] esxcli network nic stats get -n vmnic3

/net/portsets/vSwitch2/ports/6x1x87x/vmxnet3/> cat /net/portsets/vSwitch2/ports/6x1x87x/vmxnet3/rxSummary

[root@server_name:~] esxcli network nic get -n vmnic3

[root@server_name:~] vmkchdev -l |grep -i vmnic3

Receive missed errors:

NIC is basically screaming, I’m overwhelmed (More XOFF than packets), and the rx_no_buffer_count and rx_missed_error confirms it.
Getting Help – The Manual
COMMAND    ARGUMENTS 
DESCRIPTION____________________________

./configure --help | less -       find information relating to the configure command
apropos subject ----------
find information relating to a particular topic

man –k subject -----------
shows manual entries for the subject 

man –k subject | grep ‘(1’
shows only entries from section 1 (user commands)

man 1 intro  --------------
read the introduction to section 1 of the manual

man –xyz -----------------
may reply with the proper flags used for help; like -h

whatis keyword -----------
displays a one-line summary about a keyword

alias apropos “man –k \!* | uniq \ grep 1” -  improve the apropos command; only show user 





       commands with it also.

Alias man ‘man \!* | more’ 
use if your man doesn’t stop at the bottom of each page

The Shell Interface
COMMAND    ARGUMENTS 
DESCRIPTION____________________________

chsh -------       new shell   
change your current shell to the shell specified. Look in 

                                       
/bin/*sh to see your choices. You will then be prompted 

                                       
for your password and the new shell's path 




(e.g. /usr/local/bin/tcsh for the tcsh shell).

Exit -----------------------
Quit the shell (log out)

passwd -------------------
change your password

passwd –s user_name --
show the password status of a particular user’s account
passwd –u user_name --
unlock the user’s password (account)

Interacting with Directories
COMMAND    ARGUMENTS 
DESCRIPTION____________________________

List or Display

ls   -----------    filename  
short list of files in the current directory (NO hidden files)

ls –lai --------------------
list all (even hidden) files in the long format with permissions, 




owner, user, size, time etc.; i lists the inode number.
ls –latr –------------------
lists oldest to newest files by date

ls *.dat -------------------
lists all files ending in .dat

ls r* ----------------------
lists all files starting with r 

ls ?.dat ------------------- 
lists 5.dat, u.dat, but not 70.dat

ls *.[ch] ------------------ 
matches one of the characters inside the brackets; 

                                       
lists all .h and .c files
ls -l  ----------------------      
long dir. list, includes owner, permissions and group

ls -lat     ------------------ 
long listing

ls | more ----------------- 
displays more 

ls -a   --------------------- 
list all files (including hidden files)

ls -as ---------------------  
lists all files, and lists their sizes in kilobytes

ls ~username ------------
list files in someone's home directory

ls -al ---------------------- 
equal all, plus long listing 

ls -F -----------------------
list all files in current directory followed by a trailing 

                                       
symbol indicating if they are executable commands (*) or 

                                       
directories (/). If you wanted this to be the default 

                                       
behavior of ls you could add the following command to  

                                       
your .cshrc: alias ls ls -F 

ls –i /etc/passwd --------
list the inode number of that command
stat /etc/passwd --------
list both the inode number and statistics of the command

source .cshrc -------------
to make the changes you have made effective in your 

                                       
current shell you must first source your .cshrc file. 

                                       
You must be in the directory that contains your .cshrc file  

                                       
or else specify the correct path to your .cshrc file.

                                       
The .cshrc file is run whenever a C shell process is        

                                       
started. Then, if this is a login process, the .login file is  

                                       
executed. If you are using a Sun console and you have   

                                       
the default setup, any xterm windows which you start up  

                                       
will not execute the .login.

mkdir ----------------------- 
makes new directory

pwd ------------------------- 
print working directory

pwd –P ---------------------
if you’re in a place of symbolic links, this will show you where 




the files really live
Interacting with Files
COMMAND    ARGUMENTS 
DESCRIPTION____________________________

Change Mode and Permissions

file file_name ------------
give the details about the file 

chmod -------------------- 
change mode and permissions 

chmod 777 * -------------  
chmod 777 *

chmod -R 777 * ----------- 
recursive

chmod 644 filename ------
make the file readable to all other users

chmod o+r filename –----- 
“                                                       “  
chmod +4 filename  ------  
“


             “

u       g      o

421   421   421

rw-    r--    ---

 6      4      0

The file has "mode" 640. The first bits, set to "r + w" (4+2=6) in our example, specify the permissions for the user who owns the files (u). The user who owns the file can read or write (which includes delete) the file. 

The next trio of bits, set to "r" (4) in our example, specify access to the file for other users in the same group (g) as the group of the file. In this case the group is ug -- all members of the ug group can read the file (print it out, copy it, or display it using more). 

Finally, all other users (o) are given no access to the file. 

Numeric values for the read, write and execute permissions:

read    4

write   2

execute 1

To have combination of permissions, add required numbers. For example, for read and write permission, it is 4+2 = 6.

Octal representation for permissions:

First number is for user

Second number is for group

Third number is for others

$ chmod 644 filename - give read, write   ( 4+2 = 6 )   to user and read    (4 ) to group  and 


      others.

$ chmod 540 filename - give read, execute ( 4 + 1 = 5 ) to user and read    (4 ) to group, and 


      nothing ( 0 ) to others.

$ chmod 604 filename - give read, write   ( 4 + 2 = 6 ) to user and nothing (0 ) to group, and 


      read ( 4 ) to others.

Umask 022 is Responsible for the default permission of a file
default umask value is 0022, which decides the default permission for a new file or directory. 

Default permission for a directory is 0777, 

for files the permissions are 0666 from which the default umask value 0022 is deducted to get the newly created files or directory permission.

Final default permission for a file is calculated as shown below:

Default file permission: 666

Default umask : 022

Final default file permission: 644

Final default permission for a directory is calculated as shown below:

Default directory permission: 777

Default umask: 022

Final default directory permission: 755

You can change the umask value to appropriate value of what you need based upon the above calculation. For example, if you don’t want anybody 

other than the user (owner) to do anything on the file or directory then you can give umask as 0077.

$ umask 0077
SETTING THE UMASK (Default Permissions)

Setting the value of the variable umask (usually in the .cshrc file) assigns a default set of permissions. Common umask values include 022, giving read and execute (or directory search) but not write permission to the group and others and 077 giving no access to group or other users for all new files you create. Note that the umask bits represent permissions not to be given (i.e. the opposite of what ls -l would show).
Change Owner
chown ------------------------------  change owner

chown alice file1 dir1 --------------  transfer the ownership of a file named file1, and a 







        directory named dir1, to a new owner named alice

$chown root /var/run/httpd.pid ---  change the owner of /var/run/httpd.pid to 'root' (the    

                                                    standard name for the Superuser).

$chown rob:developers strace.log - change the owner of strace.log to 'rob' and the group 
                                                    identifier to 'developers'. 





         syntax ‘chown <newOwner>:<newGroup>’
$chown -v rob:developers strace.log - same as above; but give a verbose output of the 





             changes made
$chown nobody:nogroup /tmp /var/tmp - change the owner of /tmp and /var/tmp to ‘nobody’   

                                                            (not a good idea), and change the group of /tmp and   

                                                            /var/tmp to ‘nogroup’

$chown :512 /home ---------- change the group identifier of /home to 512 

$chown -R foouser base ------ change the ownership of base to the user foouser and make it     

                                            recursive (-R)

$chown -R newuser:newgroup . - change the ownership to newuser and group to newgroup 




      for all of the files and directories in current directory, and all 




      subdirectories (recursively).
$chown –h root:friends tmpfile_symlnk – Using flag ‘-h’ you can forcefully change the owner, 





  or group, of a symbolic link
#chown --from=root himanshu tmpfile – the –from flag will change the owner from root to 





  himanshu ONLY if its owner is already root; if the 





  owner is someone else then the change won’t occur

#chown --from=:friends :family tmpfile - Change group only if a file already belongs to a 





   certain group
chgrp groupname filename – 
changes the group of a file. You can only change the 

                                          
group of a file to a group to which you belong.

Copy

cp folder1/file folder2 ----------  copies files

cp project* *.c folder2 ---------  copy all files with names that start with the word project or 




    end with suffix c

cp ../filename . -----------------  copies the file from the directory above (represented 

                                               by "..") to the current directory (represented by "."), 

                                               giving it the same filename. 

cp /etc/*conf . ------------------  copy all .conf files from /etc to the current location

cp –r folder_name --------------  copy a folder

Move

mv old-filename new-filename - renames original file with new-filename 

mv filename directory-name/filename ------  move file to another directory, keeping the 

                                                                 same filename 

mv filename directory-name/new-filename - move file to another directory and 

                                             renaming it new-filename

Remove

rm -r directory-name ---------  erase all files, in the named directory and its sub-directories
rm -r *-------------------------  erase all files, and all sub-directories
rm -rf directory-name --------  force the removal of a directory with files in it 

rm filename -------------------  removes file from current directory 

rm directory-name/filename -  removes file from another directory 

rm ../filename -----------------  removes file from directory above

rm -i filename -----------------  asks if you are certain you want to delete that file.

rmdir ---------------------------  removes directory 

rm windu_reg.pid -------------
  delete the windu_reg.pid

touch ---------   filename -----
  Create the specified file if it doesn’t exist, or set its last 

                                              modified time to the current time and date if it does.


Looking At Files
COMMAND    ARGUMENTS 
DESCRIPTION____________________________

Display File Contents

cat .cshrc -------------------- -displays your .cshrc file to the screen.

cat .cshrc > temp -----------  would have the same effect as cp .cshrc temp
cat .cshrc .login > temp ----- will place copies of your .cshrc and .login into the same 

                                           file, appending the two files together.

cat > temp ;klajs;dfkjaskj alskdj;kjdfskjdf <Ctrl>-D - creates a file with the random                

                                                                              characters as its contents.

cat >> .cshrc echo "blah blah blah" <Ctrl>-D - appends the line echo "blah blah 

                                                                     blah" onto your .cshrc. 

file filename ------------------ 
indicate the type or contents of files 

head –lines file ---------------
Show lines lines from the top of the file.

less file -----------------------
A variant on more.

more file-spec-list -----------
displays a file one page at a time

tail –lines file -----------------
Show lines lines from the end of the file. 

Interacting with Other Users – And Who Are You?
COMMAND    ARGUMENTS 
DESCRIPTION____________________________

elm                 address
If specified with an email address, send a message to that user.

Otherwise, let you read through and respond to all your email messages.

Mailx
        address
“





“

Pine
        address
“





“

w --------------------------
gives details about what programs people are running; a 

                                       
line containing the number of users and the system load 

                                       
average. The load average is the average number of 

                                       
processes ready to be run by the CPU and is a rough way 

                                       
of estimating how busy a system is.

who -----------------------
who’s logged in, which line they’re on, and how long

who | grep sue -----------
tells if sue is logged in

users ----------------------
lists the account names of all people using the system

whoami -------------------
find out who you’re logged in as

who am I -----------------
who you are, the hostname, domain name, terminal, etc.

id --------------------------
list your group/s, group ID number, and user ID number

write 
          login
Copy the lines you type onto the screen of user login on your 

                                            system. The user must be logged in at the time for this to work.

wc
-lwc   file

Show word count: -1 shows just lines, -w shows just words,




and –c shows just characters. If no file is specified, this 




analyses its input stream (ex: ls | wc -1).

Programming
COMMAND    ARGUMENTS 
DESCRIPTION____________________________

cc
      file.c –o prog
Compile the c program file.c and save the executable




As prog.

Make


Read the Makefile to ascertain what files need to be 




compiled to make the program up-to-date.

Perl 

file 
Interpret the Perl program file and execute it immediately.

!! directoryname --------
lists files in that directory
lp path/filename ---------
print a file

alias ----------------------
to list the aliases which are set for your current process 

Comparing Files

cmp ---------------------------  states whether or not the files are the same 

diff ----------------------------
lists line-by-line differences 

comm -------------------------  three column output displays lines in file 1 only, file 2 

                                            only, and both files 

command >& filename ------- sends both the standard output and error to a file 

                                            when using the C-shell. 
script listing.log exit ---------- copies all output to the terminal and places it in a log 

                                            file. All screen output, between the word listing.log 

                                            and the word exit, is sent to the listing.log log file.

Formatting the hard drive using fdisk in Linux

fdisk -l ---------- list available drives on your machine
fdisk -l /dev/sdb list information for the second drive (b) specifically 
fdisk /dev/sdc -- choose the drive you want to make changes to and engage it using fdisk


       -- replace the “sdc” with the drive you want to edit.


       -- changes are made permanent only if you issue the “w” command. 

       -- you can abort any time using ctrl – c

       -- SCSI devices shown as /dev/sdx - x indicates the drive name; partitions are 


           indicated by numbers
enter “p” -------- to see the partition table of the drive.

using “d” -------- delete any existing partitions (if necessary) 

Type “n” – “Enter” - to create a new partition

press “p” -------- to create a primary partition 
choose 1 as partition number. After specifying the size the partition table is created 
use “p” ---------- to check the created partition
using “t” -------- to set the file system type for your new partition

press L ---------  to see the hex code for the filesystem you need.

enter "83" ------ 83 is ext2 Linux which we will use.

use “w” --------- to write your new partition table and exit fdisk (now that you’ve set the 







          filesystem.)
mkfs -t ext2 /dev/sdc1 - create the file system, on the drive, using “mkfs”
After fsck runs, you’re done. Restart your system before using the drive
mkfs -t ext4 -m 0 /dev/sdb1 - create a more modern (ext4) file system reserving no space for 




 the super user (-m 0); 5% is typically reserved automatically



             - make sure that you're putting the file system on a partition 




 (sdb1) and not the whole disk (sdb)

mkfs.ext4 -m 0 /dev/sdb1 ---  same as above 

fsck -f -y /dev/sdc1 ----  run a check on the drive and enter it into your fstab so that the drive 


        mounts each time you start your computer.

Alternatively, there is a different command that you can use to create the file system. 
Here are 3 examples of how to do this.

mke2fs -j -L mypool1poolfs /dev/sdc1
mke2fs -j -L osimages /dev/sdd1

mke2fs -j -L mypool1repofs1 /dev/sde1

More Fdisk Partitioning tips 

fdisk -l  ------------ view all available partitions
fdisk -l /dev/sda -- view partitions of this particular hard disk
fdisk  /dev/sda

Command (m for help): m    - Use fdisk command m, to view all available fdisk commands.
Command action

   a   toggle a bootable flag

   b   edit bsd disklabel

   c   toggle the dos compatibility flag

   d   delete a partition

   l   list known partition types

   m   print this menu

   n   add a new partition

   o   create a new empty DOS partition table

   p   print the partition table

   q   quit without saving changes

   s   create a new empty Sun disklabel

   t   change a partition's system id

   u   change display/entry units

   v   verify the partition table

   w   write table to disk and exit

   x   extra functionality (experts only)
Delete 3 Hard Disk Partitions Using fdisk Command d

# fdisk /dev/sda                                                 

Command (m for help): p
   Device Boot      Start         End      Blocks   Id  System

/dev/sda1               1        1959    15735636    c  W95 FAT32 (LBA)

/dev/sda2            1960        5283    26700030    f  W95 Ext'd (LBA)

/dev/sda3            5284        6528    10000462+   7  HPFS/NTFS

/dev/sda4            6529        9729    25712032+   c  W95 FAT32 (LBA)

/dev/sda5   *        1960        2661     5638752   83  Linux

/dev/sda6            2662        2904     1951866   83  Linux

/dev/sda7            2905        3147     1951866   83  Linux

/dev/sda8            3148        3264      939771   82  Linux swap / Solaris

/dev/sda9            3265        5283    16217586    b  W95 FAT32

Command (m for help): d

Partition number (1-9): 8

Command (m for help): d

Partition number (1-8): 7

Command (m for help): d

Partition number (1-7): 6

Command (m for help): w
Create a New Disk Partition with Specific Size Using fdisk Command n

#fdisk  /dev/sda

Command (m for help): n 

First cylinder (2662-5283, default 2662):

Using default value 2662

Last cylinder, +cylinders or +size{K,M,G} (2662-3264, default 3264):

Using default value 3264

In the above example, fdisk n command is used to create new partition with the specific size. While creating a new partition, it expects the following two inputs.

    Starting cylinder number of the partition to be create (First cylinder).

    Size of the partition (or) the last cylinder number (Last cylinder, +cylinders or +size ).
Command (m for help): w
# mkfs.ext3 /dev/sda7 - after the partition is created, format it using the mkfs command.
# fdisk -s /dev/sda7 ---- displays the size of the partition in blocks
Toggle the Boot Flag of a Partition Using fdisk Command a
# fdisk /dev/sda

Command (m for help): p - view the partitions
   Device Boot      Start         End      Blocks   Id  System

/dev/sda1               1        1959    15735636    c  W95 FAT32 (LBA)

/dev/sda2            1960        5283    26700030    f  W95 Ext'd (LBA)

/dev/sda3            5284        6528    10000462+   7  HPFS/NTFS

/dev/sda4            6529        9729    25712032+   c  W95 FAT32 (LBA)

/dev/sda5   *       1960        2661    5638752   83  Linux

/dev/sda6            3265        5283    16217586    b  W95 FAT32

/dev/sda7            2662        3264    4843566   83  Linux

Command (m for help): a - toggles the boot flag
Partition number (1-7): 5 - which partition to toggle the boot flag on
Command (m for help): p - view the partitions (afterwards), to see if it worked
   Device Boot      Start         End      Blocks   Id  System

/dev/sda1               1        1959    15735636    c  W95 FAT32 (LBA)

/dev/sda2            1960        5283    26700030    f  W95 Ext'd (LBA)

/dev/sda3            5284        6528    10000462+   7  HPFS/NTFS

/dev/sda4            6529        9729    25712032+   c  W95 FAT32 (LBA)

/dev/sda5            1960        2661     5638752   83  Linux

/dev/sda6            3265        5283    16217586    b  W95 FAT32

/dev/sda7            2662        3264     4843566   83  Linux

As seen above, the boot flag is disabled on the partition /dev/sda5.
Fix Partition Table Order Using fdisk Expert Command f

$ fdisk  /dev/sda -------------------- go into fdisk of this disk
Command (m for help): p ---------- print the partition table to see what's there first
Command (m for help): x ---------- go into expert mode for additional functionality
Expert command (m for help): f --- fix the table order
Expert command (m for help): w -- write the changes and exit
# fdisk -l ---------------------------- check to see if the order has been fixed or improved.
Mount The Drive Partition on/in a Folder
mount --target /mountpoint - this is the format

mount -l -t type - lists any mount points with -t type; -l adds labels
lsblk -o +UUID,PARTUUID - verify that the UUIDs are really unique in your system
mount /dev/sdb1 /sales/  - mount the sdb1 partition (which sits in the /dev folder), into the 

                                        sales folder so that users can access it from within the sales folder

- the above command will result in the following mount point
/dev/sdb1 on /sales type ext4 (rw) - in other words ext4 is the default file system type
umount /sales - unmount the sales mount point

mount ---------- shows all mount points

mount -a ------- read the /etc/fstab file; and mount anything, in there, that isn't mounted
mount -o remount, ro /dev/sdb1 /sales - change the read/right attribute of /sales, to read 










  only, without having to unmount the mount point

- if you don't edit the /etc/fstab file, changing it from rw to ro, when the system is rebooted,
the mount point will revert to the rw attribute. -o must be used to override /etc/fstab 
/dev/cdrom  /cd  iso9660  ro,user,noauto,unhide - when fstab contains the user 
                                   option, anyone can mount the corresponding filesystem.
Thus any user can mount the iso9660 filesystem, found on an inserted CDROM,
using the command mount /dev/cdrom or mount /cd.
mount /dev/sdb1 /boot - you can temporarily mount something, in order to fix an issue, as 



        with this command. When the system reboots, because you haven't 

 

        edited the /etc/fstab, the system will reboot and come up as if you 



        hadn't mounted anything with this command. In other words, 



        any mount point that you don't put into /etc/fstab is NOT persistent 



        after a reboot.

Other Mount Point Related Commands
blkid ------------- show all of the partitions and the labels associated with each of them

blkid /dev/sdb1 - show this partition with its label, UUID and file system type


         - using the UUID is the best method of permanently mounting a mount point

vi /etc/fstab ----- edit the file system table file to permanently mount a mount point

                        - in order to use the UUID in the /etc/fstab, to permanently mount your 


            mount point (as an example) - do the following:  


          - repeat the "blkid /dev/sdb1" command and copy the UUID 


          - vi /etc/fstab - type this command to edit this file


          - scroll down to the bottom of the fstab file


          - type i (for insert)


          - paste the UUID in to this file on the last line; should include from UUID to 


            the ending quote; right clicking will bring up a drop down to paste with

          - space over and put in where you want it to be accessible from; such as 


            /sales 
                        - space over and put in the file system type, such as ext4


          - space over and put in defaults; then space again and put 0 2

Adding Things

Add a New File System

fdisk /dev/hda
use the fdisk utility to prepare the first hard drive for being formatted
mke2fs /dev/hda7
format and make an ext2 file system (on /dev/hda7)

mke2fs /dev/fd0
format and make an ext2 file system on the floppy disk 

vi /etc/fstab
edit the file system table to make the new file system mount automatically



each time the system boots

Add Groups and Users

groupadd mysql   ------------------------------ make a group called mysql

useradd -g mysql -c "MySQL Server" mysql - make a user   called mysql
Adding a User
useradd <username> - Issue the useradd command to create a locked user account
passwd <username> - Unlock the account by issuing the passwd command to assign a 
 

     password and set password aging guidelines

Command line options: 

-c '<comment>' 
<comment> can be replaced with any string. This option is generally used to specify the full name of a user.

-d <home-dir> 
Home directory to be used instead of default /home/<username>/

-e <date> 
Date for the account to be disabled in the format YYYY-MM-DD

-f <days> 

Number of days after the password expires until the account is disabled. If 0 is specified, the account is disabled immediately after the password expires. If -1 is specified, the account is not be disabled after the password expires.
-g <group-name>   Group name or group number for the user's default group. The group 


must exist prior to being specified here.

-G <group-list> 
List of additional (other than default) group names or group numbers, 


separated by commas, of which the user is a member. The groups must 


exist prior to being specified here.

-m 

Create the home directory if it does not exist.

-M 

Do not create the home directory.

-n 

Do not create a user private group for the user.

-r 

Create a system account with a UID less than 500 and without a home 


directory

-p <password> 
The password encrypted with crypt

-s 

User's login shell, which defaults to /bin/bash

-u <uid> 

User ID for the user, which must be unique and greater than 499
VI Editor Commands
vi file_name – start the VI editor

shift/g -------- go to the end of the file

cntrl/g -------- move up one page at a time

/some_text --  find some text that you’re looking for

n -------------- move to the next instance of the text that you’re looking for

command mode commands
----------------------------------------------edit mode------------------------------------------------
I --- insert mode at the beginning of the line

a –- enter edit mode and append (to the location your cursor is located)
A -- insert mode at the end of the line

Esc – use the escape key to exit edit mode

----------------------------------------------edit mode-----------------------------------------------
------------------------------------------command mode--------------------------------------------

i –-- enter edit mode

o (small letter o) ----- insert blank line below

O (CAPITAL letter o) - insert blank line above
x (small x) – delete one character
#x ---------- delete # number of characters
dd ---------- delete the whole line

#dd -------- delete # number of lines

dw ---------  delete one word

d0 (d zero)- delete to the beginning of the line

d$ ---------- delete to the end of the line

. ------------ repeat the previous command

To delete multiple lines use the dd to delete one line. Then move to other lines and use the . command to keep deleting more lines. 
------------------------------------------ command mode --------------------------------------------

Esc – exit insert/edit mode
------------------------------------------ movement --------------------------------------------

w – move forward one word at a time

b – move backward one word at a time

$ -  move to the end of the line

0 – (zero) go to the beginning of the line

H – (high) move to the top of the screen

M – (middle) move to the middle of the screen

L – (low) move to the bottom of the screen

cntrl/f – move forward / down one page (at a time)

cntrl/b – move back / up one page (at a time)

#G – move # number of lines down
G – move to the last line

k –- move up

j --- move down

h --- move left

l ---- move right
---------------------------------------------movement----------------------------------------------

-------------------------------------------last line mode --------------------------------------------

:w –- saves (or writes) the file without quitting the vi editor
:w filename - writes (saves) the file into a file named filename

:wq -- writes (saves) the file and quits the vi editor
:q ---- quits vi (won't quit if changes have been made to the file.)

:q! --- quits vi without writing (saving) the file.

--------------------------------------------last line mode--------------------------------------------

yyp – copies the whole line and pastes it to the next line; yy copies and p pastes. 

         You can press yy to copy a line, then j several times, to move down 3 lines 

         (or as many as you like), then press p to paste the copied line any place 

         you like

--------------------------------------------other commands-------------------------------------------

:set nu – show line numbers

Other Commands
hostname --------------------
tells server name
cd ..  -------------------------   move up a directory

cd ~ --------------------------
go to your home directory

echo $JAVA_HOME ----------
show where java lives
id -----------------------------
determine who are you running as?
Digest –a md5 –v * ---------
 




cat /dev/null > debug.out --   reduce the debug.out file down to nothing (0)

kill –HUP [process_name or ID]    Cycles A Process

Top         shows all processes in real time. <Control><C> safely stops any process.

kill –9 [PID]   will stop a process immediately, and is not necessarily graceful. 

init 6        reboots the system

reboot      the graceful and preferred way to shut down.

shutdown  not graceful way of shutting down the system

init 0        performs A Total Shutdown

mount /mnt/cdrom -----
  mount the CDROM drive

umount /mnt/cdrom ---
  unmount the CDROM drive; allows you to eject the      CDROM disk; you must be out of the /mnt/cdrom folder, at the command line, for this to work. Otherwise you will get an error.

mount -------------------
  view all of the mounted volumes

mount –t ext2 /dev/hda4 /mnt/openlinux – t – partition type; device; directory, on 





           the file system, where I want to be able 





           to access that device (in this case an OS)

ls /mnt/openlinux ------
   lists the files & directories in the OS you just mounted

vi /etc/fstab ------------
   use vi editor to edit the file system table

dd if=boot.img of=/dev/fd0       make a Red Hat installation floppy disk using the 

   boot.img image as the input file and the floppy disk  

   


   drive (fd0) as the output file
set filec ------------------------
 fills in text blanks 

set history=40 ----------------
 allows searching the last 40 commands

dirview. ----------------------- 
 pulls up an X window 

!! (Bang) ----------------------
 repeat previous command 

history ------------------------
 lists all previously typed commands remembered. This list  

                                       
 is numbered and you can type !number to repeat the                                                                                        

                                       
 command associated with number. (Alternatively you can 

                                       
 type):

!and a couple of letters of the previous command - repeats the last line starting with 

                                                                          the characters you specify: !ls to 

                                                                          repeat your last ls command
!            ------------------
Repeat 

id     ---------------------- 
shows id number

mv ------------------------- 
move or rename a file or directory

jot ------------------------ 
text editor 

vi  ------------------------ 
text editor       

.cshrc -------------------- 
start up log file 

login --------------------- 
logs you into another account

rsh ----------------------- 
remote shell

pid ----------------------- 
process id number

ctrl c --------------------- 
breaks you out of operation 

ctrl r --------------------- 
refreshes background 

ctrl u --------------------- 
deletes whole line

ctrl d --------------------- 
closes window and breaks command 

ctrl m -------------------- 
brings up flipbook player

ctrl shift f12 -------------
Vulcan death grip 

ctrl z --------------------- 
suspends operation of a process


fg ----------------
makes it the primary process to which all the characters 

                                       
you type get delivered. 


Bg ---------------
makes it to continue processing in the background. You 

                                       
should not use bg on things which accept input such as 

                                       
text editors or on things which display copious output like   

                                       
more or ps.
kill+pid number ---------
kills the process

kill - TERM --------------- 
kills process

kill –HUP cat /etc/syslog.pid   send syslog a hang-up signal

fg ------------------------ 
foreground    

bg ------------------------
background 

rehash ------------------- 
rehash reprocess operation

date --------------------- 
date 

| ------------------------- 
Pipe         

-I ------------------------ 
information

-r ------------------------ 
recursive    

source ------------------- 
acts like a login

banner_sentence ------- 
display text in a shell

wsh ---------------------- 
bring up a black shell 

winterm ----------------- 
brings up a new shell

winterm -name ---------- 
adds name to shell

setenv_display ****:0 

blanktime ----------------
turn screen saver off 

history 

rm *.dat able.txt --------
will delete the file able.txt and all files in your current  

                                       
working directory which end in .dat
rlogin -l usersname ----- 
destination machine name remote login

source .cshrc ------------ 
refreshes start up file

printenv ------------------
to see what environment variables are set and how

setenv TERM vt100 ------
to set a variable; TERM is set to  vt100

setenv EDITOR emacs ---
“                    “; EDITOR is set to emacs
WHICH VERSION OF JAVA?

grep -i JVM promoteable.properties*

How Much Memory?

vmstat -s | grep memory

HOW MUCH SPACE IS AVAILABLE?

df -hk /opt/folder_to_examine

df -kh | grep /opt/ folder_to_examine

Show every process running for a particular application

ps -ef | grep application_name

Show some information about a particular application

less /etc/passwd|grep application_name

Show protocols used by a particular application

sudo lsof | grep application_name | grep TCP

How much Disk is used by an_application

/opt/file_structure/domains/an_application_name/the_instance_name/domain>du -sh * 2> /dev/null | grep G |sort -rn

Which application/s is/are using the most CPU?

ps -eo pcpu,pid,user | sort -k 1 -r | head -10

Show the space, of each OS, in Gigabytes

rdu -sh * 2>/dev/null | grep G

ps -eo pcpu,pid,user|sort -k 1 -r | head -10

Confirm if the ports are open from one server to another. 

get_on_first_server> netcat -vw5 destination_server_name.com port_number_used

Application problems - 
Looking at your existing instances we are seeing allocation failures - this would suggest that the first priority should be to tune your GC method and generation sizings 

Look for "Allocation Failure" in GC logs.

unable to connect to smtp

ps -ef | grep sendmail

Look at the sendmail logs - which are owned by root.

sudo /opt/file_structure_name/scripts/rtail -100f /var/log/mail

Poorly Written Applications Have These Types of Errors in the logs

Connection leak 

must be serializable

Too many open files

ArrayIndexOutOfBounds

NullPointerException

ClassCastException

OutOfMemoryError

When an application is DOWN, search for these errors in the logs

StuckThreadMaxTime

OutOfMemoryError: GC overhead limit exceeded

“STUCK THREADS” 

“OutOfMemory” - look in Catalina.log

ACTIONS TO TAKE

1) check stdout.log for more details of the error.

2) trigger “Thread Dump” and “Heap Dump” for analysis. 

3) Perform a restart of the server

NFS CHANGES ON SAMBA Server

/etc> sudo systemctl stop nfs-server.service 

/etc> sudo systemctl stop nfs-config.service 

/etc> sudo systemctl stop rpc-statd.service 

/etc> sudo systemctl start rpc-statd.service 

/etc> vim ./systemd/system/multi-user.target.wants/nfs-server.service^C 

/etc> sudo systemctl start nfs-config.service 

/etc> sudo systemctl start nfs-server.service

Changes to nfs config takes effect if you do restart of all above services 

Increasing number of NFS daemons helps

-------------------------------------------------

With High CPU do the following:

The Performance issue could occur because of long running requests,too many application users, peak time of the Application and any other abrupt situation.

Take  a thread dump on server1 and server2 of the production instance, at that point of time,  whenever you face the slowness or performance issue, and analyse if any stuck threads/long running threads /errors/exceptions in the server logs.

Thread dumps should be investigated by the application developers.

-------------------------------------------------

404 Error

404 means application is not deployed. 

1) Login - Weblogic console 

2) Check if application is deployed and running or not. 

3) If not, look into logs to troubleshoot the problem.

ADDING A MACHINE, IN ACTIVE DIRECTORY, FROM A UNIX SERVER

# net ads join createupn='host/pldapu13-smb.uk.db.com' createcomputer='OU=Hosts,OU=MITKerberos,OU=LON,OU=Europe,DC=dbg,DC=ADS,DC=DB,DC=com' -U user_account_doing_work
SAMBA

What are the maximum number of Samba processes configured to?

grep "max smbd processes" smb.conf 

max smbd processes = some_number

What is the Samba status of a particular application?

smbstatus  2> /dev/null | grep application_name

How to find something, without being root, without getting all the PERMISSION DENIED errors. 

find / -name smb.conf 2>/dev/null

Get a List of Samba Connections For a Client

sbmstatus 2>/dev/null | grep <appid>

Check NFS on Samba server

ps -ef | grep nfs

rpm -q samba

samba-4.2.10-6.el7_2.x86_64

rpm -q samba

package samba is not installed

sudo yum -y install samba

sudo yum –y install samba-winbind

sudo yum –y install samba-winbind-clients
In /bin/csh .cshrc & .login are created along with your account. The C-shell reads them. 

/usr/local/bin ------------
where the shells reside.

.cshrc will have a path defined for you. Edit it to add to the default path.

cp filename . - the "." tells cp to place the file in the current directory.

Un-commenting Telnet
1) login

2) cd /etc

3) vi inetd.conf

4) /telnet

5) press esc while on # sign

6) x – deletes character

7) ps aux | grep inetd.conf (Linux) (if only grep returns, continue to step 8

8) inetd

9) ps aux | grep inetd.conf
Creating Oracle User Accounts
su - root

groupadd dba          # group of users to be granted SYSDBA system privilege

groupadd oinstall     # group owner of Oracle files

useradd -c "Oracle software owner" -g oinstall -G dba oracle

passwd oracle
Assign a regular user “neo” to new groups; dba and wheel
[root@demo ~]# usermod -g users -G dba,wheel,asmdba neo

[root@demo ~]# id neo

uid=500(neo) gid=500(users) groups=500(users),10(wheel),54322(dba),54325(asmdba)
Create a temperate swap file and activate it during installation

After rebooting it will disappear automatically.
dd if=/dev/zero of=/tmp/swap bs=1M count=4096

chmod 600 /tmp/swap

mkswap /tmp/swap

swapon /tmp/swap

grep SwapTotal /proc/meminfo
Configuring OpenSSH server

To configure an OpenSSH server:
    Install or update the openssh and openssh-server packages:
    # yum install openssh openssh-server
    Start the sshd service and configure it to start following a system reboot:
    # systemctl start sshd

    # systemctl enable sshd
You can set sshd configuration options for features such as Kerberos authentication, X11 forwarding, and port forwarding in the /etc/ssh/sshd_config file.
Edit the ssh config file by typing "vi /etc/ssh/sshd_conf" without the quotes

uncomment the line with "AllowTcpForwarding yes" in it

If you have 2 VMs and one is refusing an SSH connection, attempt to ssh from each of the two

to the other one. If both ssh attempts succeed, then this may be an indication of something outside of the

two virtual machines. 

Copying a File From One Linux Server to Another Using SCP commands
As root type the following command. The command starts after the # sign.

[root@ohs12c-node1 bin]# scp /temp/osc-oracle-s7k-1.0.3-98.el6.noarch.rpm 192.168.56.2:/tmp/osc-oracle-s7k-1.0.3-98.el6.noarch.rpm
The syntax is: scp /path_to_local_file/file_name.extension host_ip_address:/path_to_remote_file/ file_name.extension.

You will be asked for the root password, on the remote system, before it will allow you to upload the file.

Disabling SELinux on RHEL 7/Centos 7 / Oracle Linux 7
sestatus  -----------------  check SELinux status

vi /etc/sysconfig/selinux - open selinux configuration file
Change “SELINUX=enforcing” to “SELINUX=disabled” and save the configuration file
reboot
sestatus ------------------ repeating this, after rebooting, should show disabled.
Configuring Network Settings

                           Change The IP Address, Hostname and Network Configuration
Alter IPADDR and remove HWaddr, edit “/etc/sysconfig/network-scripts/ifcfg-eth0“
TYPE=Ethernet

BOOTPROTO=none

#HWADDR=00:33:E1:2A:FA:D8 # comment out or remove this line

IPADDR=192.168.2.120

PREFIX=24

GATEWAY=192.168.2.1

DNS1=8.8.8.8

DEFROUTE=yes

IPV4_FAILURE_FATAL=yes

IPV6INIT=no

NAME=eth0

ONBOOT=yes
Edit “/etc/network/interfaces“
vi /etc/network/interfaces
iface eth0 inet static ----------- using i for insert, change from dhcp to static

    address 192.168.56.8  ----- add the needed IP address

    network 255.255.255.0 ---- add the subnet mask

    gateway 192.168.56.1 ----- add the default gateway

    dns-nameservers 192.168.56.1 - add the DNS server

:wq! ---------------------------- save it and exit the file

/etc/init.d/networking restart - restart the network interfacts

ping www.google.com --------- test the DNS to see if it's working
#/bin/hostname – will give you the computer name

#/bin/hostname New_server_name – will rename your server.

#ifconfig – shows you your network configuration

#dhclient – releases and renews your IP address (if set up for DHCP)

#/etc/init.d/network restart – will restart the networking service

#vim /etc/network/interfaces – edit the file that controls the network configuration




                you will see something like the following:

auto eth0 – your first (Ethernet) interface is set to auto negotiate.

iface eth0 inet dhcp – this same interface is setup for dhcp

Use the a key to go into insert mode. Then cursor over to dhcp and change that to static. 

Add the following (on the next line/s):

address 10.1.10.54 – give it an IP address.

netmask 255.255.255.0 – give it a subnet mask. This is almost always a class C 

        address

network 10.1.10.0 – give it a network address.

broadcast 10.1.10.255 – give it a broadcast address.

gateway 10.1.10.1 – give it a default gateway.

Esc to get out of insert mode.

:wq to write the changes to the interfaces file

#vim /etc/resolv.conf – put in the IP addresses for your DNS server; if it’s not 

 already in this configuration file.

netstat -an - what ports is it listening for?

netstat -lnpt | grep 22
iptables -L - list the iptables.

ip addr show
ssh 127.0.0.1
iptables -nvL INPUT
ifconfig -a
ifconfig eth1

nmtui - initiates the RHEL network manager GUI 

service network restart - restarts the network interfaces
service NetworkManager restart - redirects to the command below
systemctl restart NetworkManager.service

VM # netstat -lnpt | grep 22

tcp   0  0  0.0.0.0:22  0.0.0.0:*  LISTEN  2361/sshd - this tells us that we have a service/process with PID(2361) called sshd (OpenSSH daemon) listening to port 22.
Starting The Firewall
System / administration / firewall – to configure your firewall settings
system-config-firewall – get to the firewall from the command line

To enable firewalld, run the following command (as root):

systemctl enable firewalld

To start firewalld, run the following command (as root):

systemctl start firewalld

To check the status of firewalld, run the following command (as root):

systemctl status firewalld
Set JAVA_HOME and Path

Set JAVA_HOME / PATH for a single user

Login to your account and open .bash_profile file

$ vi ~/.bash_profile

Set JAVA_HOME as follows using syntax export JAVA_HOME=<path-to-java>. If your path                   

is set to /usr/java/jdk1.8.0_66, set it as follows:

export JAVA_HOME=/usr/java/jdk1.8.0_66

Set PATH as follows:

export PATH=$PATH:/usr/java/jdk1.8.0_66

Feel free to replace /usr/java/jdk1.8.0_66 as per your setup. Save and close the file. 
Just  logout and login back to see new changes. Alternatively, type the following command 
to activate the new path settings immediately:

$ source ~/.bash_profile

OR

$ . ~/.bash_profile

Verify new settings:

$ echo $JAVA_HOME

$ echo $PATH

Tip: Use the following command to find out exact path to which java executable under 
UNIX / Linux:

$ which java

Please note that the file ~/.bashrc is similar, with the exception that ~/.bash_profile runs 
only for Bash login shells and .bashrc runs for every new Bash shell.
OR

set up a script in /etc/profile.d/jdk_home.sh:

#!/bin/sh

export JAVA_HOME=/usr/java/jdk1.8.0_66/

export PATH=$JAVA_HOME/bin:$PATH
Set JAVA_HOME / PATH for all user

You need to setup global config in /etc/profile  OR /etc/bash.bashrc file for all users:

# vi /etc/profile

Next setup PATH / JAVA_PATH variables as follows:

export PATH=$PATH:/usr/java/jdk1.8.0_66
Save and close the file. Once again you need to type the following command to activate the path settings immediately:

#source /etc/profile

OR

#./etc/profile
Using Alternatives Can Set the version of Java that the System Uses Also

The alternatives command is not installed by default, but may already be installed on your system. If not, install the alternatives package by running the following command: 
yum install alternatives
Issue the following command: 
/usr/sbin/alternatives --config java
Follow the prompts that follow to set the default version of OpenJDK. 
OpenJDK is installed on your server and available for your use. If necessarily, the JAVA_HOME environment variable has been specified as well. If necessary, the default OpenJDK for your system has been set using the alternatives utility.
alternatives --display java 
Installing Tomcat
1) download and install the latest java jdk

2) download the (compressed) tomcat file from the apache web site.

3) chmod 777 the_apache_compressed_file

4) mv apache-tomcat-9.0.0.M1.zip /tmp/temp - move the tomcat file to a place where you can 






             unzip it. Create the folder if necessary

5) su - root - elevate your privileges to the root account. then go and uncompress the 

downloaded file

6) I created a folder called /opt/tomcat and uncompressed it there

7) chmod -R 755 apache-tomcat-9.0.0.M1   -   make all files in this folder executable

8) rpm -ivh tomcat_rpm_file.rpm - this will install

9) echo $JAVA_HOME ---- show the java home. It should be something like 



/usr/java/jdk1.8.0_66.

10) ./bin/catalina.sh start - start apache tomcat

11) netstat -tulpn ---------- is port 8080 showing? gives the PID associated with this process
12) ps -eaf | grep tom ----- show the tomcat process and the associated details

Is Tomcat Up and Running?
ps -ef | grep tomcat  ----- is a tomcat related process running?
netstat -tulpn ------------- the server is listening on which ports?
localhost:8080 ------------ type this in the browser address window to reach the apache 



          tomcat GUI
tail -f logs/catalina.out --- examine the realtime output, of this file, to examine errors there. 
Change The Port That Tomcat is Running On

./bin/catalina.sh stop - stop tomcat. Run this from inside the apache tomcat folder (outside 



     the bin folder)
vi /conf/server.xml ---  scan down to where is says <connector port=8080... - edit this 



     number, then (use the escape:wq! keys to) save the changes.
./bin/catalina.sh start - start tomcat.

Downloading and Installing The Apache Web Server

This procedure assumes that the server that you're installing apache on has internet access.

1) Go to https://httpd.apache.org/download.cgi
2) Right click httpd-2.4.18.tar.gz (to the right of the word source) and click - Copy Link Location - from the drop down menu.
3) Go into a terminal session and type wget and then right click and paste the link location onto the command line (with a space between the command and the location) and press enter to execute the command to get the file from the web page.

4) Return to https://httpd.apache.org/download.cgi  

5) Click Version 2.2, under the documentation section on the left.

6) Click Compiling and Installing, under the Reference Manual section on the left.   
	Download
	$ lynx http://httpd.apache.org/download.cgi 

	Extract
	$ gzip -d httpd-NN.tar.gz
$ tar xvf httpd-NN.tar
$ cd httpd-NN

	Configure
	$ ./configure --prefix=PREFIX 

	Compile
	$ make 

	Install
	$ make install 

	Customize
	$ vi PREFIX/conf/httpd.conf 

	Test
	$ PREFIX/bin/apachectl -k start


Apache Commands
In a web browser type http://localhost - to test the Apache server. You should see "It Works!"
$sudo /etc/init.d/apache2 start ---- Start Apache 2 Server - or

$sudo service apache2 start ------ Start Apache 2 Server – or

#service httpd start  ---------------- Start Apache Server (on RHEL)
$sudo /etc/init.d/apache2 stop ---- Stop Apache 2 Server - or

$sudo service apache2 stop -------Stop Apache 2 Server
$sudo /etc/init.d/apache2 restart -- Restart Apache 2 Server - or

$sudo service apache2 restart ---- Restart Apache 2 Server
less /etc/httpd/conf/httpd.conf  -  show the configuration file for the Apache server
/var/www/html -------------------  the default location for the DocumentRoot

LAMP

Configure MySQL
mysqladmin -u root -p status - is my MySQL server running or not?
cat /etc/hosts | grep localhost - verify your localhost address. Since this is for a local 



   development environment, the MySQL database needs to be 



   bound to the localhost IP address of 127.0.0.1 by default. 



   You should see output something like this:




   127.0.0.1    localhost




   ::1     ip6-localhost ip6-loopback
cat /etc/mysql/my.cnf | grep bind-address - verify that this address is the bind address 




       MySQL's my.cnf file. You should see output like 




       this. 





       bind-address        = 127.0.0.1

       If it's not correct you'll need to edit          

       /etc/mysql/my.cnf (as root) to fix it.
Set a Server, and LAMP, Security Baseline Server

ps afx


Record a baseline of your server that you can review, knowing that this is the minimum number of processes which are running with a clean system.
ps –e | less

show all of your processes one screen at a time. Use the space bar to advance to the next screen. b will take you back up one screen. Type q to stop. 

ps aux | less


gives a more detailed list of processes. 

ps –eo pid, cmd, %cpu, %mem, stat – show the process id, command, percent of cpu, percent of memory and status; in this order. 

man ps 


get a detailed description of the ps command.

sudo netstat -l -p –n

record the baseline from a netstat report to see what ports are open
iptables -L -v -n

The management of ports open to the network is managed through IPTables. It is important to review and document them to see that they are properly restrictive.
iptables-save > /etc/sysconfig/iptables ---- iptables rules can be saved in a file with this 





      command
iptables-restore < /etc/sysconfig/iptables - these files can be loaded again with this command
apt-get install iptables-persistent ---------- load/save the IPTables easily using the 





      iptablespersistent package
service iptablespersistent save - save the existing IP tables
nmap -sS SERVER_ADDRESS - You can easily see what ports are open by using a port scanner    

 


  such as nmap from an external machine.
In general you will want to allow traffic for port 22 (for known IPs), 80, 443 and reject other ports.
ps -Al | grep bind – look and see if BIND is running on port 53. Remove it or restrict it with 



firewall rules.

openssl s_client -connect SERVER:443 - review the validity of your SSL certificate
APACHE
groupadd apache ----------- make a group called apache
useradd apache -c apache - make a user called apache
yum install httpd* -y – install apache

chkconfig httpd on –--- verify httpd

service httpd restart –- restart the apache service (must be done after any changes are made)

http://localhost/ ------ type in the URL window of a browser to verify that it’s running.

cd /var/www/ --------- go to the web server document folder

ls –--------------------- check what is there. cgi-bin error html icons and manual
yum install finger* -y – install the finger program; -y=don’t ask any questions

finger apache –--------- verify the apache account details. your response should be the login, 


         
      directory, never logged in, no mail and no plan
chkconfig httpd –-level 5 on – make apache auto start with runlevel 5; the default runlevel

redhat-config-services –------ a gui for anything that you want to configure to autorun

/etc/rc.d/init.d/httpd start – same as service httpd start (start up apache)

htpasswd –c webusers perry – create a file called webusers (with a user named perry) that 




 holds passwords for your web server. (optional) The –c creates 




 the file. If you wanted to add another user you would omit the 




 –c as the file is already created.

apachectl –M – a list of loaded Apache modules can be obtained with this command. 

apachectl -t -D DUMP_MODULES - list all Apache modules and look for unneeded modules.
apachectl configtest – you should get a reply of “Syntax OK” if your .conf file is correct.

A module identified as alias_module is more commonly known as mod_alias.

RewriteCond %{REQUEST_METHOD} ^(TRACE|TRACK) - disable the TRACE/TRACK methods 

RewriteRule .* [-F] ------------------------------------------ by adding these lines to your 
    Apache configuration
ps aux | grep http - know which user/UID your web server runs as.
chown -R nobody:nobody sites/default/files - Ensure that Apache has write access to /tmp and 





        also to the public sites folder
Set up a secure virtual host in Apache
Prerequisites: Openssl; Apache httpd with mod_ssl

httpd –V – if the SERVER_CONFIG_FILE line doesn’t have a / at the beginning, add that line to 


  the HTTPD_ROOT line to find the httpd file. If there is a / in the 

  SERVER_CONFIG_FILE line, then httpd can be found where the   

  SERVER_CONFIG_FILE line points to. 

vi /etc/httpd/httpd.conf – look for path in the ServerRoot line (could be “/usr”) and the path 



         in the last LoadModule line (could be 



         lib/httpd/modules/mod_authn_dbm.so).

ls /usr/lib/httpd/modules | grep mod_ssl.so – look for the mod_ssl file. If you don’t see 






         mod_ssl.so* there, then you need to get a copy 






         of apache that includes mod_ssl.

#! /usr/bin/env python

import string

from random import Random

import sys

for x in range(1, 10000): sys.stdout.write(

        Random().sample(string.letters +

        String.digits, 1)[0])

Help SSL’s random number generator, a bit, by using the above python script, to produce some random alphanumeric output. 

root#ls – the return should be rand.py*; which is your python script. 

root#./rand.py > file1 – run the script 3 times and direct the output to a file each time.

root#./rand.py > file2 – run the script 3 times and direct the output to a file each time.

root#./rand.py > file3 – run the script 3 times and direct the output to a file each time.

You will feed these 3 (randomish) files to OpenSSL to generate our key. 

root#genrsa –des3 –rand file1:file2:file3 –out server.key 1024 – generate the key. Enter a 







              
       password.

root#openssl rsa –in server.key –out server.pem – enter the same password previously 







  entered. Server.pem now contains the 







  unencrypted server key. 
root#ls – your output should be:

file1    file3         server.key

file2    rand.py*  server.pem

root#openssl req –new -key server.pem –out server.csr – create your certificate signing 







            request

It will ask you a number of questions. Just hit the enter key to give blank responses to each of the questions. 

root#openssl x509 –req -in server.csr –out server.csr –signkey server.pem –out server.crt

This command assigns your certificate. 
root#cp server.pem server.crt /etc/httpd – copy the files to your httpd configuration directory.






     Answer with a y to each of the two questions that 






     it asks you. 

root#cd /etc/httpd – go to your httpd configuration directory

root#ls -------------- look at what’s there.

root#chmod 600 server.crt server.pem - make sure that they are only readable by root.

root#cd /etc/httpd/extra – go to your httpd.conf extras folder

root#ls --------------------- look for httpd-ssl.conf
cd.. ------------------------- move up to the main httpd.conf folder

vi httpd.conf --------------- edit the web configuration file

Uncomment the lines: 
#LoadModule ssl_module lib/httpd/modules/modssl.so

#Include /etc/httpd/extra/httpd-ssl.conf

Save the file.

vi extra/httpd-ssl.conf – make sure the document root is set to where you want to house your 



       secure web pages. Look for:

DocumentRoot “/srv/httpd/htdocs”

If you want to make your secure pages separate from your regular pages, you will want to change the document root. You can edit the above line to something like:

DocumentRoot “/srv/httpd/htdocs_ssl”
Look for the line that starts with SSLCipherSuite. This is a list of allowed, and disallowed, encryption standards; and in which order they are preferred. Comment out this line by adding a # sign at the beginning.

Recreate the line with only medium and strong encryption standards. You can use something like: SSLCipherSuite RSA:!EXP:!NULL:+HIGH:+MEDIUM:-LOW

SSLCertificateKeyFile “/etc/httpd/server.key” – change this line from server.key to server.pem. That is, go to SSLCertificateFile and SSLCertificateKeyFile and make sure that there are paths to the files that we created earlier.

Save the file.

root#/etc/rc.d/rc.httpd restart – restart apache

next go to https://localhost. You also have an option to change the SSL port from 443 to something unique; like 10102; which means that you would go to https://localhost:10102/.

tail -f /var/log/httpd/error_log --------------------------- watch your Apache error logs
grep 'login.php' /var/log/httpd/error_log ---------------- watch your Apache error logs
egrep -i "denied|error|warn" /var/log/httpd/error_log  - watch your Apache error logs

PHP
yum install phpsuhosin – install the PHP hardening tool / patch suhosin. 

php -m - display a list of enabled PHP modules and look for those which can be removed.
session.cookie_httponly = 1 --- Add the following to your php.ini file

session.use_only_cookies = 1 - Add the following to your php.ini file

session.cookie_secure = 1 ----- Add the following to your php.ini file

session.hash_function = whirlpool- Add the following to your php.ini file
php -r ‘print_r(hash_algos())’ - obtain a list of the available hash functions on your system
php_value memory_limit = 128M –---- limit these variables so that a script isn’t as likely to 

php_value max_input_time = 60 ------ monopolize resources

php_value max_execution_time = 30 - limit these variables so that a script isn’t as likely to

php_value upload_max_filesize = 2M - monopolize resources
expose_php = Off - limit information about PHP which is exposed by adding this to php.ini

allow_url_include = Off - explicitly disable PHP functions which allow scripts to reference 

allow_url_fopen = Off --- other URLs.
RedirectMatch 403 "/(install|update|cron|xmlrpc).php" - Common processes to secure are update, install and cron which can all be accomplished using drush.

You can also disable PHP functions which are considered dangerous. You will want to test to

see that your Drupal install doesn’t require any of these functions. You can grep from the Drupal root to find out if your site uses any of these functions. Drupal’s PHP filter leverages the exec() function, however there are lots of good reasons not to use the PHP filter. You can add this to your php.ini file:

disable_functions = php_uname, getmyuid, getmypid, passthru, leak, listen, diskfreespace,

tmpfile, link, ignore_user_abord, shell_exec, dl, set_time_limit, exec, system, highlight_file,

source, show_source, fpaththru, virtual, posix_ctermid, posix_getcwd, posix_getegid,

posix_geteuid, posix_getgid, posix_getgrgid, posix_getgrnam, posix_getgroups, posix_getlogin, posix_getpgid, posix_getpgrp, posix_getpid, posix, _getppid, posix_getpwnam, posix_getpwuid, posix_getrlimit, posix_getsid, posix_getuid, posix_isatty, posix_kill, posix_mkfifo, posix_setegid, posix_seteuid, posix_setgid, posix_setpgid, posix_setsid, posix_setuid, posix_times, posix_ttyname, posix_uname, proc_open, proc_close, proc_get_status, proc_nice, proc_terminate, popen
open_basedir = /var/www - limit what PHP has access to in the file system. add this to php.ini

Make sure the session path is outside the root web directory and not readable or writable

by any other system users. You will also want to set a temporary upload file directory that is

outside of the web root. This can be specified in the php.ini file:

session.save_path = "/tmp"

upload_tmp_dir = "/tmp"
If your server is running locally, you can disable access for MySQL to the network and force it to only use the internal IP address. If your webserver and database are on different servers, you won’t be able to do this, but you will be able to restrict what address MySQL will listen on.
If your web server and database server share a LAN, bind MySQL only to the LAN IP address and not any Internetfacing ones. For a machine running both the webserver and MySQL, you can add this to your my.conf file:

bindaddress=127.0.0.1 

pear channeldiscover http://pear.drush.org – use PHP’s PEAR to get the latest stable version 
pear install drush/drush ----------------------- of Drush because it simplifies development and 






        maintenance.

Security Check (for Drush) – after installing drush (above), install the Drush security module:
https://drupal.org/project/security_check - then:

run "drush secchk" from the docroot
drush pm-list --type=Module --status=enabled - document what you are using by simply 





             exporting a list
crontab -e - to set cron you should be able to use a variation of this using Drush; then insert 

30 2,6,11,18 * * * cd /home/drupal && drush @sites corecron -y > /dev/null 
Watch cron daily. Check the status report and watchdog pages regularly. 

Disable the display of PHP errors. It is a potential vulnerability to have those exposed. Drupal’s Update module will send you an email with updates. You can subscribe to Red Hat’s security emails to get patch alerts from them. 

Don’t enable the PHP filter which is available in Drupal core. It makes debugging more difficult and exposes your site to a greater risk than it is worth. Full HTML which should only be granted to trusted roles.

Security Review - Download and enable the module and just hit the "Run checklist" button to https://drupal.org/project/security_review - see results.
Drupal.org releases security updates on Wednesdays when needed which are broadcast by an email list, RSS feeds and Twitter. Watch your server logs.
Check Your Run level/s and Work With The Services For Each Runlevel
runlevel --------  determine which runlevel you’re functioning at.
which runlevel – will give you a return like /sbin/runlevel to tell you where your run level is 


          coming from

cd /etc ---------  change to etc folder

/etc # less inittab – this will show you all of the possible runlevels. 


cd /boot/grub/ - change to the grub folder

/boot/grub/ # vi menu.lst – edit the menu.lst file. This will show you the boot menu.
cd /etc/init.d --- change to the init.d folder

/etc/init.d # ls – the things listed in green are the scripts that determine the services that 


          start in each runlevel. 

/etc/init.d # chkconfig –-list httpd – you will get a return that may show the httpd service as 




         being off in all 6 runlevels

/etc/init.d # cd /etc/rc.d/rc5.d - change to the the runlevel 5 folder

/etc/rc.d/rc5.d # ls - the things listed in blue are the scripts (symbolic links) that determine 



  the services that start in runlevel 5. Those that start with K are used to 



  kill or stop the service. Those that start with S are used to start the 



  service.

/etc/rc.d/rc5.d # ls | grep httpd – it should show a file named like K15httpd. When runlevel 5 

    is reached, this script will automatically stop the httpd 

    service from running. You will have to replace this link with 

    one that starts the service instead of stopping it. 

/etc/rc.d/rc5.d # chkconfig httpd –-level 35 on – make the httpd script run in runlevels 3 & 5

/etc/rc.d/rc5.d # chkconfig –-list httpd – you should get a return that shows the httpd service 





   as being on in runlevels 3 & 5. 

 /etc/rc.d/rc5.d # ls | grep httpd – it should show a file named like S85httpd

/etc/rc.d/rc5.d  # ls –l S85httpd – the response, S85httpd -> ../init.d/httpd, is a symbolic link

/etc/rc.d/init.d  # ./httpd status – the response might be “httpd is stopped.”
Backing Up Oracle HTTP Server

Shut down the instance using opmnctl.


     ORACLE_BASE/admin/instance_name/bin/opmnctl stopall
Back up the Middleware Home on the web tier using the following command:


     tar -cvpf BACKUP_LOCATION/web.tar MW_HOME/web

Back up the Instance Home on the web tier using the following command:


     tar -cvpf BACKUP_LOCATION/web_instance_name.tar ORACLE_INSTANCE

Start the instance using opmnctl:


     ORACLE_BASE/admin/instance_namebin/opmnctl startall
